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Things to do

Add Wireshark to your path

Determine which interface index maps to which NIC

Determine your capture parameters and location of your trace files
Test, check & go back to #2, if things don’t work

Final command to capture
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Add Wireshark to your path T

» To make your Wireshark applications accessible from any directory, simply add
Wireshark to your Windows path
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Tshark command syntax — Part 1

Usage: tshark [options] ...

Capture interface:

-i <interface> name or idx of interface (def: first non-loopback)
-f <capture filter>  packet filter in libpcap filter syntax

-s <shaplen> packet snapshot length (def: 65535)

-p don't capture in promiscuous mode

-B <buffer size> size of kernel buffer (def: 1MB)

-y <link type> link layer type (def: first appropriate)

-D print list of interfaces and exit

-L print list of link-layer types of iface and exit

Capture stop conditions:
-Cc <packet count> stop after n packets (def: infinite)
-a <autostop cond.> ... duration:NUM - stop after NUM seconds
filesize:NUM - stop this file after NUM KB
files:NUM - stop after NUM files
Capture output:
-b <ringbuffer opt.> ... duration:NUM - switch to next file after NUM secs
filesize:NUM - switch to next file after NUM KB
files:NUM - ringbuffer: replace after NUM files

Input file:
-r <infile> set the filename to read from (no pipes or stdin!)
Processing:
-R <read filter> packet filter in Wireshark display filter syntax
-n disable all name resolutions (def: all enabled)

-N <name resolve flags> enable specific name resolution(s): "mntC"
-d <layer_type>==<selector>,<decode_as_protocol> ...

"Decode As", see the man page for details

Example: tcp.port==8888,http
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Tshark command syntax — Part 2

Output:
-w <outfile|-> set the output filename (or '-' for stdout)
-F <output file type> set the output file type, default is libpcap an empty "-F" option will list the file types
-V add output of packet tree (Packet Details)
-S display packets even when writing to a file
-X add output of hex and ASCIl dump (Packet Bytes)

-T pdml|ps|psml|text|fields

format of text output (def: text)
-e <field> field to print if -Tfields selected (e.g. tcp.port);

this option can be repeated to print multiple fields
-E<fieldsoption>=<value> set options for output when -Tfields selected:

header=y|n switch headers on and off
separator=/t|/s|<char> select tab, space, printable character as separator
quote=d|s|n select double, single, no quotes for values

-t ad|a|r|d|dd|e output format of time stamps (def: r: rel. to first)

-l flush output after each packet

-q be more quiet on stdout (e.g. when using statistics)

-X <key>:<value> eXtension options, see the man page for details

-z <statistics> various statistics, see the man page for details

Miscellaneous:

-h display this help and exit
-V display version info and exit
-0 <name>:<value> ... override preference setting
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Determine which interface index maps to which NIC T

» From the command prompt type;
v' Tshark -D

= Command Prompt

Artshark -D

. \Device\NPF GenericDialupAdapter (Adapter for generic dialup and YPN capture)

. \Device\NPF_{9F22D258-685C-4CBB-8A53-01C11D02517A8} (Intel(R) PRO/Wireless 3945ABG Network Connect
. \DeviceMNPF_{182F2426-C2FC-4F40-82A8-756424F1571C} (Hamachi VYirtual Network Interface Driver)

. \Device\NPF_{69504365-ED62-43CF-8960-B39D5B7DEE2A} (Broadcom 440k 10/100 Integrated Controller)

N

» In this example I'll use my wireless card or index number 2
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Test T

» Since | will use my wireless | do not want to use promiscuous mode
» From the command prompt | will type the following, and should see some output
v’ Tshark —i 2 -p

= Command Prompt

C:\>»tshark -1 2 —p

Capturing on Intel{R) PRO/Wireless 3945ABG Network Connection

1%%523?&@9.%5?&5& 60 IntelCor_1f:68:87 -> Broadcast ARP Gratuitous ARP for 0.0.0.8 {Request) Inte
: -> Broadcast

1185237110 . 808666 216 10.0.0.81 —> 10.8.0.255 BROWSER Get Backup List Request IntelCor 9d:cc:80

ast

1185237110.801961 92 10.0.0.81 —> 10.0.0.255 HNBNS Name query NB WORKGROUP<1b> IntelCor_9d:cc:80
ast

1185237110.898943 82 10.0.8.23 —> 66.153.20.66 DNS Standard query PTR 81.0.8.10.in-addr.arpa Inte
:1b -> Momadix_01:36:7d

1185237110.899165 83 10.0.0.23 —> 66.153.20.66 DNS Standard query PTR 255.0.0.10.in-addr.arpa Int
9:1b -> Nomadix_01:36:7d

1185237111 .152469 82 10.0.0.23 —> 66.153.20.66 DNS Standard query PTR 23.0.0.10.1in-addr.arpa Inte
:1b -> MHomadix_01:36:7d

1185237111 .152606 85 10.8.0.23 -> 66.153.20.66 DHS Standard query PTR 66.20.153.66.1n-addr.arpa T
:29:1b —> MNomadix_01:36:7d

1185237111 .614893 92 10.0.0.81 —> 10.8.08.255 HNBNS Hame query NB WORKGROUP<1b> IntelCor_9d:cc:80
ast

1185237111 .625494 218 66.153.20.66 —> 10.0.0.23 DNS Standard query response PTR localhost.paetec.
¥ 01:36:7d > IntelCor_9f:25:1b

1185237111 .626609 219 66.153.20.66 -> 10.0.0.23 DNS Standard query response PTR localhost.paetec.
¥ 01:36:7d —> IntelCor_9f:25:1b

85237111 .653088 80 10.0.0.23 —> 66.153.20.66 DNS Standard c A localhost.paetec.net IntelCorkd
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Final command to capture

» Now that | know everything works, | want to do the following;
v -i 2 ;captures from my wireless
v -p ;captures in non promiscuous mode
v’ -afilesize:1000 ;captures 1 MB
v' -w 1MBcapture.pcap ; names the file

» As you capture, you will see the packet counter increase

C:\>tshark -1 2 —p —-a filesize:1000 —w 1MBcapture.pcap

Egpturing on Intel(R) PRO/Wireless 3945ABG Network Connection

» In this capture, | checked the file size to make sure itis 1 MB

C:\>tshark -1 2 —p —a filesize:1000 —w 1MBcapture.pcap
E$E%uring on Intel(R) PRO/Wireless 3945ABG Hetwork Connection

C:\>dir 1MBcapture.pcap
Yolume in drive C has no label.

VYolume Serial Number i1is AB6A-AGBS

Directory of C:\

01/23/2007 08:46 PH 1,024,383 1MBcapture.pcap
1 File(s) 1,024,383 bytes
0 Dir(s) 4&4,738,777,088 bytes free
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