Wireshark Training

Tony Fortunato, The Technology Firm
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Why use Wireshark?

» Wireshark can be used for the following tasks;
v' To determine how your applications behave on the wire
v To identify application dependencies
¢ For assistance in configuring firewalls
* In understanding why your application is slow
v' To see if login or critical data is in clear text or not

v" Make sure your PC is configured optimally and it doesn’t generate unnecessary
traffic

v" Identify viruses, Trojans, worms or other uninstalled software
v Monitor network for unwelcome applications like peer to peer applications
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What is a Protocol Analyzer?

TCP/UDP addressing

IP addressing c)0\?“
S

MAC Addressing N
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Windows Installation Command Line Option 47

>

If you run the setup file with no, or incorrect options, you get the standard installer

» Helpful command line options;

v" /S runs the installer or uninstaller silently with default values.
+» Default values are desktopicon=yes and /quicklaunchicon=yes
¢ The silent installer option doesn't install WINPCAP!

v' [/desktopicon installation of the desktop icon, =yes - force installation, =no - don't
install, otherwise use defaults / user settings. This option can be useful for a
silent installer.

v Iquicklaunchicon installation of the quick launch icon, =yes - force installation,
=no - don't install, otherwise use defaults / user settings.

v ID sets the default installation directory ($INSTDIR), overriding InstallDir and
InstallDirRegKey. It must be the last parameter used in the command line and
must not contain any quotes, even if the path contains spaces.

Example:

The following will silently install Wireshark without a desktopicon or
quicklaunchicon;

v' wireshark-setup-0.99.3.exe /S /desktopicon=no /quicklaunchicon=no
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To Check Your Silent Install Progress

> The silent install is a real Catch-22

v' The good news is its silent, so you can
get a customer to install it quickly,
without prompts

v' The bad news is you really don’t know
when its done

¢ To check the status of the install,
use your Task Manager and sort
by CPU. The Wireshark setup file
will be near the top of the
Processes list

¢ Check your hard drive activity to
get a sense if the software is
being installed

*» Watch your Desktop and Quick
Launch Toolbar for the Wireshark
logo to appear

=

Applications | Processes | performance || Metworking

Image Mame User Name CPU | Mem Lis|#
| System Idle Process SYSTEM s ]
F5Capture.exe Tony Fortunato 13 1,596 _
taskmgr.exe Tony Fortunato 01 4,5,
;;;;;;; L. == e E\."I-TI'I:M fulkl el
wireshark-setup-0.99, 3.exe Tony Fortunato 01 10,580
ca e, e i
sqlmangr.exe Tony Fortunato 01 4, 5¢
System SYSTEM 01 2
vmnat.exe SYSTEM oo 1.3
vmountZ.exe SYSTEM oo 3,7
wdfmar.exe LOCAL SERVICE 0o 1,7
sychost.exe SYSTEM 00 4.4
StarWindService.exe SYSTEM oo 2,00
CLI.exe Tony Fortunato oo 9,8
snmp.exe SYSTEM 0o 3,68
cmd.exe Tony Fortunato 00 2,7
Adobelm_Cleanup.0001 Tony Fortunato 00 1,5
P 5. "1 s = .Y, | (nln) C_ Al J
|

T

[]show processes from all users

Processes: 63

CPU Usage: 24%

Commit Charge: 579M / 39338M

i) @ Ueadal
|
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About your Wireshark 2

» To get information about your Wireshark installation go to Help -> About

S=1ES

About Wireshark

"."'J'iresharkl.ﬁ.uﬁﬁors Folders | Plugins | License

About Wireshark

B=1E3

Network Protocol Anj | wireshark | authors | Folders |Plugins License
lfersion 0.99.4 (SYM Rev 19757) ;

Folder Typical Files
Copyright 1998-2006 Gerald Combs <gerald @wiresharl "File™ dialogs Ci'\Documents and SettingsiTony Fortunate'Desktopimultiple files), capture files
This is free software; see the source for copying condit Global configuration  C:\Program Files\Wireshark “dfilters”, "preference
warranty; not even for MERCHANTABILITY or FITMESS Global Plugins C:'Program Files\Wireshark'\plugins'0.99. 4 dissector plugins
Compiled with GTK4+ 2.6.9, with GLib 2.6.6, with WinPci Personal configuration  C:'\Documents and Settings{Tony FortunatoApplication DatalWireshark), "dfilters”, "preference
libz 1.2.3, with libpcre &.4, with Met-SNMP 5.3, 1, with A Personal Flugins C:\Documents and SettingsTony Fortunato\Application Data\Wireshark\plugins dissector plugins
GnUTLS 1.5.1, with Gerypt 1.2, 3, with MIT Kerberos, wl || Program Ci\Program Files\Wireshark program files
AirPcap. System C:Program Files\Wireshark “ethers”, “ipxnets”

Temp C:\DOCUME ~ 1\TOMYFO ~ 1YL OCALS ~1\Temp', untitled capture files

Running on Windows XP Service Pack 2, build 2600, witl
(packet.dll version 3, 1, 0, 27), based on libpcap versio
AirPcap.

Built using Microsoft Visual C++ 6.0 build 8804

Wireshark is Open Source Software released under the

Chedk the man page and http: /fwww.wireshark.org for,

[
|
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Make It Easier To Launch Wireshark

» Add a “Shortcut key” to make Wireshark easier to get at.
» In this example, we assign Ctrl + Shift + W to Wireshark

Wireshark

QA vireshark D

Right- Click

Open

Run as...
Scan with AVG Free

W Add to: wireshark. 7z

W Add to: wireshark. cab
W Add to: wireshark.lzh

W Add to: wireshark,sgx
A Add to: wireshark., zip

Paddto...

Send To r

Cut
Copy

Create Shortout
Delete
Rename

Wireshark Properties

General | Shortcut | Compatibility

. Wireshark

Target type: Application

Target location: Wireshark

B i
Properties

Select Properties

Tanget: "C:\Program Fileg Wireshar wireshark exe”
Press Ctrl + Shift + W C:\Documents and Settings’\Tory Fortunato
W Cirl + Shift W >
Run: Nomal window v
Comment: The Wireshark Metwork Protocol Analyzer
Find Tanget ... l ’ Change lcon... l ’ Advanced... ]
0K | [ cancel |[ Apply

]
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Shortcut Keys

File Open Ctrl + O Mark Packet Ctrl + M

File Close Ctrl + W Find Next Mark Shift + Ctrl + N
File Save Ctrl+S Find Prev Mark Shift + Ctrl + B
File Save As Ctrl + Shift + S Zoom In @uilstes

File Quit Ctrl + Q Zoom Out Ctrl + -
Preferences Shift + Ctrl + P Normal Size Ctrl + =

Find Packet Ctrl+ F Expand Protocol Tree | Ctrl + Right Arrow
Find Next Ctrl + N Collapse Protocol Tree | Ctrl + Left Arrow
Find Previous Ctrl + B Previous Packet Ctrl + Pg Up
Set Time Reference Ctrl+T Next Packet Ctrl + Down

Go to Packet No Ctrl + G Capture Options Ctrl + K

T
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How To Capture
from the
Command Prompt
with
Wireshark
The Technology Firm

© 2007 www.thetechfirm.com




Things to do

Add Wireshark to your path

Determine which interface index maps to which NIC

Determine your capture parameters and location of your trace files
Test, check & go back to #2, if things don’t work

Final command to capture

o wODdPRE
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Add Wireshark to your path

» To make your Wireshark applications accessible from any directory, simply add

Wireshark to your Windows path

System Properties

Environment Yariables

2%

Syztem Festore I Automatic Lpdates I Fe I el Bt T S
—User variables For Tonyw Fartunato
Gereral I Computer Mame I Hardware Ady b
Y atiahle | Yalue
'ou mugt be logged on az an Adminiztrator bo make most of these ch TEMP C:\Documents and Sektings) Tony Farku, ..
TMP C:Documents and Sektings) Tony Farku, .
— Performance
Yizual effects, proceszor zcheduling, memary uzage, and wvirtual mer . :
Edit System Variable 2] x|
Setting
Yariable name: I Path
~ User Prafi o — ——
=l [Pl N _ Yariable value: IIes'l,.ﬁ.u:h:uI:ue'l, i5L; C1\Program Files|wireshark
Desktop settings related to vour lagon System variables —
Yariable | ) | (5]4 _I Cancel |
Setting ComSpec C
FP_MO_HOST ... MO
MUMEER_OF P... 2
— Startup and Recovery 05 Windows_NT
System startup, system failure, and debugging information C:iProgram FilesiActiveState Perl Dev k... LI
. i |
Setting N@Delete |
( Enviranment Variables I > Error Reportin | O, Cancel |
] | Cancel | Amply |
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Tshark command syntax — Part 1

Usage: tshark [options] ...

Capture interface:

-i <interface> name or idx of interface (def: first non-loopback)
-f <capture filter>  packet filter in libpcap filter syntax

-s <shaplen> packet snapshot length (def: 65535)

-p don't capture in promiscuous mode

-B <buffer size> size of kernel buffer (def: 1MB)

-y <link type> link layer type (def: first appropriate)

-D print list of interfaces and exit

-L print list of link-layer types of iface and exit

Capture stop conditions:
-Cc <packet count> stop after n packets (def: infinite)
-a <autostop cond.> ... duration:NUM - stop after NUM seconds
filesize:NUM - stop this file after NUM KB
files:NUM - stop after NUM files
Capture output:
-b <ringbuffer opt.> ... duration:NUM - switch to next file after NUM secs
filesize:NUM - switch to next file after NUM KB
files:NUM - ringbuffer: replace after NUM files

Input file:
-r <infile> set the filename to read from (no pipes or stdin!)
Processing:
-R <read filter> packet filter in Wireshark display filter syntax
-n disable all name resolutions (def: all enabled)

-N <name resolve flags> enable specific name resolution(s): "mntC"
-d <layer_type>==<selector>,<decode_as_protocol> ...

"Decode As", see the man page for details

Example: tcp.port==8888,http
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Tshark command syntax — Part 2

Output:
-w <outfile|-> set the output filename (or '-' for stdout)
-F <output file type> set the output file type, default is libpcap an empty "-F" option will list the file types
-V add output of packet tree (Packet Details)
-S display packets even when writing to a file
-X add output of hex and ASCIl dump (Packet Bytes)

-T pdml|ps|psml|text|fields

format of text output (def: text)
-e <field> field to print if -Tfields selected (e.g. tcp.port);

this option can be repeated to print multiple fields
-E<fieldsoption>=<value> set options for output when -Tfields selected:

header=y|n switch headers on and off
separator=/t|/s|<char> select tab, space, printable character as separator
quote=d|s|n select double, single, no quotes for values

-t ad|a|r|d|dd|e output format of time stamps (def: r: rel. to first)

-l flush output after each packet

-q be more quiet on stdout (e.g. when using statistics)

-X <key>:<value> eXtension options, see the man page for details

-z <statistics> various statistics, see the man page for details

Miscellaneous:

-h display this help and exit
-v display version info and exit
-0 <name>:<value> ... override preference setting
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Determine which interface index maps to which NIC

» From the command prompt type;
v' Tshark -D

= Command Prompt

Artshark -D

. \Device\NPF GenericDialupAdapter (Adapter for generic dialup and YPN capture)

. \Device\NPF_{9F22D258-685C-4CBB-8A53-01C11D02517A8} (Intel(R) PRO/Wireless 3945ABG Network Connect
. \DeviceMNPF_{182F2426-C2FC-4F40-82A8-756424F1571C} (Hamachi VYirtual Network Interface Driver)

. \Device\NPF_{69504365-ED62-43CF-8960-B39D5B7DEE2A} (Broadcom 440k 10/100 Integrated Controller)

N

» In this example I'll use my wireless card or index number 2
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Test

» Since | will use my wireless | do not want to use promiscuous mode
» From the command prompt | will type the following, and should see some output
v’ Tshark —i 2 -p

= Command Prompt

C:\>»tshark -1 2 —p

Capturing on Intel{R) PRO/Wireless 3945ABG Network Connection

1%%523?&@9.%5?&5& 60 IntelCor_1f:68:87 -> Broadcast ARP Gratuitous ARP for 0.0.0.8 {Request) Inte
: -> Broadcast

1185237110 . 808666 216 10.0.0.81 —> 10.8.0.255 BROWSER Get Backup List Request IntelCor 9d:cc:80

ast

1185237110.801961 92 10.0.0.81 —> 10.0.0.255 HNBNS Name query NB WORKGROUP<1b> IntelCor_9d:cc:80
ast

1185237110.898943 82 10.0.8.23 —> 66.153.20.66 DNS Standard query PTR 81.0.8.10.in-addr.arpa Inte
:1b -> Momadix_01:36:7d

1185237110.899165 83 10.0.0.23 —> 66.153.20.66 DNS Standard query PTR 255.0.0.10.in-addr.arpa Int
9:1b -> Nomadix_01:36:7d

1185237111 .152469 82 10.0.0.23 —> 66.153.20.66 DNS Standard query PTR 23.0.0.10.1in-addr.arpa Inte
:1b -> MHomadix_01:36:7d

1185237111 .152606 85 10.8.0.23 -> 66.153.20.66 DHS Standard query PTR 66.20.153.66.1n-addr.arpa T
:29:1b —> MNomadix_01:36:7d

1185237111 .614893 92 10.0.0.81 —> 10.8.08.255 HNBNS Hame query NB WORKGROUP<1b> IntelCor_9d:cc:80
ast

1185237111 .625494 218 66.153.20.66 —> 10.0.0.23 DNS Standard query response PTR localhost.paetec.
¥ 01:36:7d > IntelCor_9f:25:1b

1185237111 .626609 219 66.153.20.66 -> 10.0.0.23 DNS Standard query response PTR localhost.paetec.
¥ 01:36:7d —> IntelCor_9f:25:1b

85237111 .653088 80 10.0.0.23 —> 66.153.20.66 DNS Standard c A localhost.paetec.net IntelCorkd
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Command to capture 1 MB of data

» Now that | know everything works, | want to do the following;
v' -i 2 ;captures from my wireless
v -p ;captures in non promiscuous mode
v -afilesize:1000 ;captures 1 MB
v' -w 1MBcapture.pcap ; names the file

» As you capture, you will see the packet counter increase

C:\>tshark -1 2 —p —-a filesize:1000 —w 1MBcapture.pcap

Egpturing on Intel(R) PRO/Wireless 3945ABG Network Connection

» In this capture, | checked the file size to make sure itis 1 MB

C:\>tshark -1 2 —p —a filesize:1000 —w 1MBcapture.pcap
E$E%uring on Intel(R) PRO/Wireless 3945ABG Hetwork Connection

C:\>dir 1MBcapture.pcap
Yolume in drive C has no label.

VYolume Serial Number i1is AB6A-AGBS

Directory of C:\

01/23/2007 08:46 PH 1,024,383 1MBcapture.pcap
1 File(s) 1,024,383 bytes
0 Dir(s) 4&4,738,777,088 bytes free
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Command to Capture with a ip filter

» Tshark —i 4 —p host 10.44.10.1
v -i 4 —p is specifically for my wireless interface
v host 10.44.10.1 is the target of my capture filter
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Command to Capture with a 100 Byte packet slice

» Tshark —i 4 —p host 10.44.10.1 —s 100
v -i 4 —p is specifically for my wireless interface
v host 10.44.10.1 is the target of my capture filter
v" Only capture the first 100 Bytes
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Capture Options — Capture Frame

Generic dialup adapter: \Device \MPF_GenericDialupAdapter

Intel{R) PROMWireless 3945ABG Metwork Connection: \Device \MPF_{9F220258-635C-4C0
VMware Virtual Ethernet Adapter: \Device\WPF_{B208F 14F-0AE4-4A54-AD40-9 742 3FEAE
VMware Virtual Ethernet Adapter: ‘Device\MPF_{ED4540CB-8ESC-4E42-99A9-3D 7B 10E42

Broadcom 440x 10,100 Integrated Controller: \Device\NPF_{59504365-ED62-43CF-3960

Used to show you which adapters are available for capturing.

Capture
/
<%face: |Bru:uau:|u:u:um 440x 10/100 Integrated Controller: \Device\NPF_{69504365-ED52-43CF-8 p

IF address: 10.44, 10, 104

e —
IZ,IBU\fﬁarsize: : megabyte Wireless Settingsl

[v] Capture packets in promiscuous mode

[[] Limit each packet to |:| bytes
Capture Filter:l || |E]

A 4

Check this for LAN captures, :
or you will only get frames to Common Capture Filters
and from your adapter »  ether host mac_address

» ip host ip_address
»  porttcp_udp_port_no

Filters are contained in this file
C:\Documents and ....... \Application Data\Wireshark\cfilters
** Remember to leave the last line in this file blank..

A 4

8MB is fine
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Capture Filter Reference ."“i

Command Description

ether host MAC address Capture all packets to and from a MAC address
IP Filters

host ip address Capture all packets to and from an ip address
src host ip address Capture all packets from an ip address

dst host ip address Capture all packets to an ip address

TCP/UDP Filters

port port Capture all packets to and from a port number
src port port Capture all packets from a port number
dst port port Capture all packets to a port number

IP Network Filters

net net Capture all packets to and from a net
src net net Capture all packets from a net
dst net net Capture all packets to a net
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Capture Filter Examples

» Capture only DNS frames
v' port 53

» Capture HTTP and DNS frames
v port 80 or port 53

» Capture all IP traffic
v ip
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Capture Options — Capture File(s) Frame “

Creates files with the following syntax;

»  Filename_00001_yearmmddhhmmss
for example test_00001_20061102150628
Capture Files will be in a libpcap format

A

]

Epture File(s)
il |an|:| Settings{Tony FDernab:u'n,Desktc:p'n,test| [Eru:uwse...] Stay with size limits since you
do not know how much data

egebytels) | 1 will be flowing at any given

LIk multiple files
Mexd file every

[] Mextffile every

1l

© Ringfbuffer with + files
C @Q\o \ Styp capture after < file(s) S [O,O
o = Capy
= Ura

8MB

'Ii © 2007 www.thetechfirm.com




Capture Options — Stop Capture Frame

» This frame allows you to control when Wireshark will stop capturing.

» This will not save to a file.
» If multiple options are checked, the first condition it reaches, will stop the analyzer.

Stop Capture ...

.. after 100 % packet(s)

.+, after 1 ¥ | megabyte(s) w
.. after | % | minute(s) W

Filters are contained in this file
C:\Documents and ....... \Application Data\Wireshark\cfilters

** |f you choose to create your own cfilters file, remember to
leave the last line in this file blank.
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Display Options and Name Resolution

‘ L0 L IT0UFT R, Uuruis Iv. 3%, IU. 1 SPATmTTTIg=1LT

aTF CUTIT . RUUL = 3700/ U0 UrT . U L1 . ©d4. IU  LUal = U

=4+ 1=
297 2.000208  66.007232 10.44.10.1 Spanning-tree-(for 5STP  Conf. Root = 32768/00:0f:66:11:ea:16 Cost =0 W

|Ernadn:nm 440y 10/100 Integrated Controller: <live capture in progress = File: C:\DOCUME=1{TONYF... |P: 2970: 297 M: 0

Helpful when troubleshooting real-time

Only helpful with a Capture Filter or low-traffic network

Helpful when the first 2 Display Options are not checked

# Wireshark: Capture from Broadco... E_I@|g|

Captured Packets

Total 362 % of total

scTP 0 [ ] 0.0%
TCP -3 [ TTTTH 91.7%
UoP Co I 3.9%
IcMP 0 ] 0.0%
ARP 2 ] 0.6%
OosPF 0 ] 0.0%
GRE 0 ] 0.0%
NetBIOs 0 ] 0.0%
IPX 0 ] 0.0%
VINES 0 ] 0.0%
Other o 3.9%

Running 00:00:30

Display Options

Lpdate list of packets in real time

Automatic scrolling in live capture

Hide capture info dialog!
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Capture Options — Name Resolution Frame

Praotocol

lelta | Source Destination

01:80:c2:00:00:00 STP
01:80:c2:00:00:00 sSTP

2 2.0 00:0F:66:11:8
2 2.0 00:0f:66:11:0a:17

Destination Protocs
Spanning-tree-{for-bridges)_ STP
spanning-tree-(for-bridges)_ sTF
spanning-tree-{for-bridges)_ sTP

Mo. - lelta Source
1 0.0 Cisco-Li_11:ea:17
2 2.00 Cisco-Li_11:ea:17
3 2.00 Cisco-Li_11:ea:17

T

Mame Resaolution |

Info

3326 = http [5¥N]
http = 3326 [5vN,
3376 > http [ACK]

Enable MAC name resolution

Info SR elT L Wireshark performs a reverse DNS lookup

SLAlNU4dra gquery
3332 = B0 [5¥N]
80 = 33232 [5YN,
3332 = 80 [AcCK]

<4———[*] Enable transport name resolution

[A = [A T

Destination
spanning-tree-(Tor-bri

Mo, - lelta  Source
49 0.0: office.oftice

50 0. 8¢
51 0.0:

new-host-2.office
new-host-2.office

www. thetechfirm. com
office.office

52 0.00 new-host-2.o0ffice office.office
53 0.0: office.office new-host-2.office
Mo. - lelta  Source Destination
5 0.1¢ 82.165.199.175 10.44.10.101
6 0.8(10.44.10.101 B2.165.199.175
7 0.4: 82.165.199.175 10.44.10.101
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Capture — Capture Filters

» This screen allows you to Add or Delete Capture filters

Wireshark: Capture Filter
Edit Filter

=1

tcp port 8030

|

tcp port 80

Properti

Filter name: |tq:| port 8080 N
Filter string: | tcp port 3080 | 1

Make the Filter name and Filter string the same to avoid confusion

e

Help

Filters are contained in this file

C:\Documents and ....... \Application Data\Wireshark\cfilters
** Remember to leave the last line in this file blank..
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Neat Feature — ‘Drag and Drop’

» You can now drag and drop a file from Windows Explorer directly into Wireshark.

Fil= Edit Wiew Go Capture Analyze  Statistics  Help

B oW e > @ x ¢ & @ « » » 7 8 |EE aaqaad @@ @® x| @
Filter: l ¥ Expression... Clear Apply
Mumber - ZumBytes  Bytes o Tine Time Source Destination Protocol | Info

i 1.1 i 1 Utio

1 94,134

2 0. 0.143613 68.94.158. 182.168.1.100 DMS standard guery response A 82.165.1
E 322 0,15 0,007019 1062.168.1.100 52.1585.194.154 TCR 4405 > http [SYN] Seq=0 Len=0 M55=1460
4 382 0.1° 0,001571 Runtop_da:dd:20 BFE‘—“‘" = oLC. e e —_— =
5 424 0.1 0.000025 Intel_c7:8c:da Y O C:
g ] 0.000553 192.168.1.1 15
: : E] 165, : : - 7 =1452
5 354 0.2( 0.000069 192.168.1.100 | @ Back ~ € T O search | Folders ¥ X 6| [m-
HEED 1289 [ 0.000776 192.1568.1.100 o | 3z
s 1329 0.2¢ 0.060315 B82.165.194.134 Folders RaysDisplayFilters.df
1z 1578 0.6 0.415463 82.165.194.134 3 103 College 2 | I
S 2025 (08 0.036531 152.168.1.100 £ tracel
14 2087 0.7z 0,001208 192.168.1.100 =
15 2147 0.7 0.058847 B82.165.1094.134 D trace? Traes
i 2207 0. 0.001046 B2.165.194.134 |5 trace3_calmanager Ethereal file =1452
T 2261 0. 0.000043  152.168.1.100 |2 trace4_dalesphone_spanatcallmang 155 KB
1g 2718 0.7 0.000312 152.168.1.100 ) traces RMT_keepalivetraffic
19 2778 0. 0.062421 B82.165.194.134 i
20 3027 0.9 0.055783 82.165.194.134 L traces_RMT_analogtodidphenecal
a1 3276 a. 0085693 82.165.104.134 |2 trace? _RMT_analogtodigphonecall_10_1_2_100sideofswitch 1KE
22 3733 HEE 0.033342 192.168.1.100 I traced_5_35_RMT HE
23 4156 1.07 0.056400 102.168.1.100 0) trace9_S_45_RMT_ALLPACKETS TTRP/1.
St e o O s oA s 5 macein e 0 1 12
26 4969 1.08 0, 001799 L1060 (DD TRACELL_HTTP_10-60 L2z V[ < > F HTTR,
haT 5048 1.1z 0. 040768 GECTETISE L S TCTUS Crmdps . o
28 5108 i 0. 1592.1588.1.100 TCP eg=391 ack=1124 win=857& Len=0
20 5356 HES 0. 168.1.100 HTTP dified
30 5604 HEE 0, 002086 152.158.1.100 HTTP odified
31 G065 1.18 0,002387 82.165.194.134 HTTP nts. htm_cmp_aftrnoon0lo_vbtn. gif HTTR/1.1
32 65258 1.18 0.001351 192, 2.165.194.134 HTTP vents. htm_cmp_aftrnoon0lo_wvbtn_a. gif HTTRA1.
33 5588 ks 0.060125 B2.165 JA68.1.100 TCP ACK] Seg=585 Ack=1531 win=9648 Len=0
34 5836 1.2 0.007298 B2.165.1 4 Mot Modified
35 7299 1.2° 0,003728 152.168.1.10 Tderived//products. htm_cmp_aftrnoon0lo_whtn. gif HTTRL.
36 7547 e 0.003243 B82.165.194.1534 5 = HTTP/1.1 304 Mot mModified
37 g012 1 0.001130 192.165.1.100 52.165.194.134 HTTF GET /_derived /products. htm_cmp_aftrnoon0lo_whtr_a.gif HTTR.
3B 8260 HER 0.0B2567 B82.165.194.134 152.158.1.100 HTTP HTTR/1.1 304 not mModified
39 8508 1.350.007876 B2.165.154.134 152.1588.1.100 HTTRP HTTP/1.1 304 not mModified
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TCP Stream Graph - RTT

» Displays a graph of the round trip time (RTT) vs. the sequence number.

TCP Graph 6: {Untitled) 207.164.137.5:554 -> 10.44.10.104:3509 = IDIEI
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TCP Stream Graph - Throughput

» Displays a graph of throughput vs. time.

TCP Graph 7: {Untitled) 207.164.137.5:554 - 10.44.10.104:3509

Throughput
[Bis]

110000

100000

Zoom In: Left Click
Zoom Out: Shift + Left Click

70000 —

&0000 —

50000 —

40000 —

30000 —

20000 —

10000 —

=10x]

Throughput Graph
%
k3
ot
*
» -
% 4
%
i
N
* *
£
Lad g
- . -
t#
#
- + -
/!
I|I|I|I|I|I|I|I|I
7 g 9 10 11 12 13

20

Time[s]

Z1

© 2007 www.thetechfirm.com




