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What to do?

Some one calls and reports something is slow.
You are moving a network from one location to another.
Migrating users to a newer network.
You have been asked to perform an application profile.
v" Proactive
v Reactive
If | capture a bunch of packets, what do | look for?
How do | know if something is good or not if do not have a baseline?

YV V V V

YV VY
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Tony’'s Top Ten Customer Issues. (sort of)

1. Client Misconfiguration — Protocol Bindings

2. Client Misconfiguration — Ethernet Auto Negotiation
3. Client Misconfiguration — Cabling

4. Client Misconfiguration — Unnecessary Services

5. Server Misconfiguration — Protocol Bindings

6. Server Misconfiguration — Ethernet Auto Negotiation

7. Server Misconfiguration — Cabling

8. Network Device Misconfiguration — Full Duplex/Half Duplex
9. Network Device Misconfiguration — IP/Broadcast Issues
10. Network Device Misconfiguration — Spanning Tree

11. Application Issues
12. Latency and Throughput Issues
13. No Documentation of any kind
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Login/Boot Up Process T

Y

If your clients are connected to a hub, connect to any port at the same speed.

If your clients are connected to switches, SPAN or MIRROR the client port to your
analyzer.

Use an SNMP poller or protocol analyzer to review the client PC while booting up.
Ensure that the client isn’t typing anything or logging in after the power up.

Watch either the packet counters or hard drive access to document the end of the
boot up process.

A\

V YV V
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Capturing The Login/Boot Up Traffic T

» Set up your analyzer to capture all traffic to and from the test workstation.
» The hub configuration is only applicable for Half-Duplex configurations.
» Full Duplex configurations require a full-duplex tap or mirror port.

Protocol Analyzer '

Or Switch SERVER
probe
Is your hub really a hub?
What NDIS Tx Checksum Offload? What about NDIS?

_________________________ OR B s mm s mm s mm o mm s o mm s mm o Em s Em o mm oz mm o mm oz ommon o

Protocol Analyzer S
Or S/
probe

SERVER

Port Mirroring or Spanning What about Layer I Errors?
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Login/Boot Up Report -

Template

Date Location Analyst

PC OS PC Vendor Net Client

Total Time Slot/Port Speed
Duplex

Total Bytes Total Frames Protocol
Required

DHCP Server DNS Server Protocol
Found

NDS Agent DHCP Relay Agent WINS Server

Address

List Of Devices
That Responded

Known Bootup
Processes

Notes

Suggested
Changes
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Login/Boot Up Report - Template

Dependency Analysis

Server |IP address Server Name Server Purpose TCP Port UDP Port Protocol
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Other Login/Boot Up Issues T

» Keep login scripts under control.
v" Who is responsible for the login script?
v" How are changes to the login script managed or tested?
Is the majority of your traffic local?
Look for references to install servers or install technician PC’s.
Ensure that Automatic Updates aren’t installing patches from the Internet.
Use local time servers.
Use local antivirus servers for signature updates.
Note if more than one DHCP server respond to client requests.
If asset inventory software exist, determine how much traffic it generates.

If you are using roaming profiles, determine which servers are involved in this
process and how much traffic it costs for your clients to have roaming profiles.

VV VYV V V VYV
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Create a Script

Use worksheet that outlines a script of
tasks to be performed. Provide
columns for starting and ending frame

numbers.

— Module Info
Time Elapsed;

Madule Status:
Frames Captured:

MNDIS 802.3

Il AUTO
10 Mbps

T —

7= //Local/NDI5 80: Fluke 1] [Capture & Monitor Mode] =13

00:00:26 | Module Type:
Armed | Int&face:
0! Sged:

— Receive Counters

Total Frames Received: o |o
Broadcast Frames: o |o
0 |o
G L] B MR i
nirrer Pro . ‘.ll:,E 0 |o
100
" (I e
1000
= - Metwork Utilization: 000 (oo
LRl Wildpackets
. g ; — Errar Counters
g File Edt Yiew Captue Send CRIC Align: M2 | Fragments: M/ | PktDropped: M
l_'] - . |Iﬂ lil I&"‘ LE Undersize: MA4 | Jabbers: MAA
Packets received: a Ovwerzsize: MAa | Collizions: MAa
Packet= fikered: n] Custam Counters
Irtounteﬂ: 0 | Counter 2: 0 | Counter 3:
Description Start End
Frame Frame

Launch Application via Icon [app.exe].
Enter Login Name [Joe Smith]

Enter Login Password [don’'t document]
Select Account Query from Main Screen
Query Account 1234
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Record Frame Numbers T

» Before each task is performed, note the frame number on the analyzer.

> After the task is complete note the frame number.

» Repeat this process for all items on your script.

» Make sure the person running the application waits for your signal before they move
on to the next task.

» After the testing is complete, go through the capture file with the worksheet.

> If the application you are monitoring is generating a constant stream of data, set up
an icon on your desktop to ping your default router. Then simply click the ping icon
when you complete a task as a bookmark.

Description Start Frame End Frame
Launch Application via Icon [app.exe]. 1 111
Enter Login Name [Joe Smith] 112 121
Enter Login Password [don’t document] 122 144
Select Account Query from Main Screen 145 222
Query Account 1234 223 332
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Reporting Your Results

T

» Now that you have gathered and calculated the traffic per task, prepare a chart with

your findings.

» The only other variable to include is how many clients will utilizing this application.
More importantly, you need to predict how many estimated simultaneous clients will

A\

be access this application.

Description

Start Frame End Frame Bytes

Launch Application via Icon [app.exe].
Enter Login Name [Joe Smith]

Enter Login Password [don’t document]
Select Account Query from Main Screen
Query Account 1234

1

112
122
145
223

111
121
144
222
332

120,000
10,000
10,120
60,000
132,022
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Network Documentation Methods T

Notes and Observations

Vendor Include date, peop_le _ involved, any
. _ correspondence, application or problem

Trace Files Information details, troubleshooting methodology, any

bug reports or follow up points.

If these notes are on paper, invest in a

scanner, so you won't go looking for paper.

rfc’s

Departmental Server Storage Media.
Make a copy for anybody who was involved.
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What Client Misconfigurations?

Metwork EE

o Adapters and Bindingz i
Identification | Services | Protocols I Adapters  Bindings | P Sl (it il
Connections are listed in the arder in which they are accessed by

Metwork bindings are connections between network, cards, network, services.,

pratocols, and services installed o this computer. You can use this
page to dizable netwark bindings or arrange the order in which this LConnections:
computer finds information on the network,

@ [Remote Access connections]
Show Bindings far:

NetBI0S Interface

Mistwark M onitor Agent

] i g .
Remote Access Server Service Bindings for Local Area Connection:
Server

-3 WINS Client(TCPAP) v .:'. File and Printer Sharing for Microsoft Metwarks
S NwiLink IP/SPx Compatible Transpor: I Intemnet Pratacal (TER/IF)

T NwLink NetBIOS v| B Clignt for Microsaft Metwarks

Sniffer Driver 3.0.5 v Intemet Protocal (TCPYIP)

Workstation

: " WINS Client{TCPAF)
B3 Nwink NetBI0S

Enable | Dizable | Move I | MoveDgwnl

NWLink IPX/5PX Properties EE3
Close I [EarcE] | General | Cancel
— Metwork. 5 emrmg
Memony Addiess: [ ¥ Early Tramsmit In most cases, you should choosze Auto Detect, You should manually
B Eolly B configure_the Frame lType.f'Network Numbgr only if Auto Detect does
1/0 Port: IU“FSUU 'I = ot wark in vour environment. |f pou experience problems, contact

: : Im IV Link Integrity waur netwark. admiristratar.
plenuet ¥ Cable Detect
Intemupt Skple: IAuto Detect YI v Memary Mode Adapter
Line Speed: IAuto Detect 'I ¥ LED: Enabled
Line Mode: IAuto Detect VI Frame Type: I.-"-\uto Detect j
PCCard Socket: IAuto Detect 'I
Direct Enable: | 'I Etwmerk HurmEes: I

D epending on your system, you may need to configure your BIOS to use the
PCCard slots it 32 bit Cardbus mode.

Cancel |

ITI Cahicel Sl
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Windows 2000/XP Bindings Cleanup

Default Bindings

‘Clean’ Bindings

Adapterz and Bindingz | Provider Order I

Connechionz are listed in the arder in which they are accessed by
DMS and other network, services.

LConnechons:

Advanced Settings EHE I

@ [Femote Access connections]

Bindings for Local Area Connection:

T MwlLink IPS/SPHMNetBI0S Compatible Transport P
F Intermet Protocol [TCPAR)

Cligrt for Microzoft Netwaorks
F Wwilink IP#/SPxMNetBI0S Compatible Tranzp

[l 5= limbarmat Proabeeal ITCPAED

| |

File and Printer Sharing far Microzoft Metworks -

ort P
-
_>I_I

Advanced Settings
Adapterz and Bindingz | Provider Order I

Connections are lizted in the arder in which they are accessed by
DMS and other network, services.

LConnections:

ik Local Area Connechion
@ [Remote Access connections]

Bindingz for Local Area Connection:

EiE

@ File and Printer Sharing for Microsoft Mebworks -

o |

Cancel |

P[5 MiwdLink IP</SPMNetBI0S Compatible Transpart P
F Intermet Protocol [TCPAP)
Cliert for Micrazaft Metworks

1% Wwilink IP=/SP=MetBI05 Compatible Tranzp
[ = linbarinat Drobamel (TED AR

| |

ort P
-
_>I_I

vl ]

o |

Cancel

The IPX boxes should be unchecked since Microsoft clients use IP.
If IPX is used for Netware/Novell Clients, bind it only to the Netware Client.

© 2004, The Technology Firm
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Broadcast Storms... The Truth!

» Many technologists believe that by installing more bandwidth and collapsing network
architectures’, the threat of a broadcast storm disappears.

» When several segments are collapsed into one large one, the chance of a broadcast
storm increases.

» In summary, when you collapse many separate segments into one large one, the
workstations/servers will have to process more broadcast packets. So how do you
identify and minimize the source of your broadcast packets?

» You should plug a protocol aware tool into any switch port configured for a client
VLAN and observe the broadcast protocols. NO spanning or mirroring is necessary.

Why bother with a little broadcast packet?

» With the consolidation of multiple segments and the behavior of automatic settings,
the number of broadcasts have been increasing over the past few years.

» Many applications rely on broadcasts to locate servers.

» Every broadcast packet requires an interrupt on the listening station for processing.
Regardless if the client acts on the packet or not.

© 2004, The Technology Firm TCP/IP 15



Getting A Line On Baselining T

> Different Tools, different results.

» Calibrate your tools.

» Understand what they are reporting.

61% of foundstone_tools.zip Completed E]
|

DOWNLOAD STATUS

Saving:
foundstone_tools.zip from www .foundstone .com

[ ]

Download to: C:\Documents ...\foundstone_tools.zip

NETS TA T LIVE Estimated time left 55 sec (2.08 ME of 3.39 ME copied)
=y

7. MRTG

Acldress | @] hitp:jfLoz. 168.1.9/mrtgf192_168_1_10/192,188.1,10_2 html

Transfer rate: 24.4 KB/Sec
[v]Close this dialog box when download completes:

Cancel

PERFMON

[M]f=1%

" o AL ; - S
Traffic AnalySIS for?2 —- LNV 9.0Kb View Favorites  Window  Help 1= x|
Systern: LIS3000 in Eural Connect - 0D @ ke BEE +%X g BE @
Mantamner Rural Cennect - HAW TOWER CCTT Logs and Alerts 100
Description Ig.:gs o
fTvpe: ethernetCsmacd (6)
itTame: il
Mlax Speed: 1250.0 kBytes/s o
Ip: 2112192168100
&0
50

The statistics were last updated Wednesday, 24 September 2003 at 14:30,
at which time "LMS3000" had been up for 1 day, 2:43:46, 40
"Daily' Graph (5 Minute Average) 30

= 680k 2

]

g 5.0k 0

&

L Mok

A kg | 120 ]

2 1ok | i ] bj Last 0.000 Average 197761925 Minimum 0.000  Maximum 389137.988 Duration 140

5, J A f

Eowk 14 JIZ 10 B. !6 PR 2.2 '50 15 1;‘ 14‘ 15 10 8 & |CUIDr | Scale Counter | Instance parent | Object | Computer

0.0001000 Bytes Total/sec Sniffer [Symbol] LA-41x1 Spectru... — Metwork Interface  \WMARVIN

Max In6é1 kBfs (53%) Awverage [nd0350B/s053%) Current Ind532.0 Bfs (0.4%)
Max Cut:14.4kBfs (1.2%) Average Out: 7150 Bfs (0.1%) Current Out: 397.0 Bfs (0.0%)
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Common Baselines T

» Baselining is typically an afterthought and most people don’t baseline for the following reasons:
v" When should | start?

What should a baseline look like?

What is a good baseline?

What if someone actually reads it and wants more information?

Why bother? Everything changes so fast around here.
v | don’t know how to baseline.

» Baselines should be:

v' Clearly defined. For example Bootup baseline, Login baseline, Application Baseline or
Upgrade Baseline.

» Aslong as your goal is clear and the methodology is documented (and consistent), your baseline
IS correct.

If you have performed a baseline correctly, you will typically find problems to fix along the way.
Good tools to make baselining easier; (free)
v" AnalogX Netstat Live www.analogx.com)
Microsoft Performance Monitor
Camstudio Screen Recorder (http://www.rendersoftware.com)
Gadwin Print Screen (http://www.gadwin.com)
Auto IT Scripter (http://www.hiddensoft.com/Autolt)

Netpeeker (www.netpeeker.com)
DRTCP (www.broadbandreports.com)

<N XX

Y VY

DN N N N NN
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Fluke Optiview Console

# Optiview Conzole Yiewer [MABYIN [129.196.203.000] - Archived 11:33 AM 1/19]

File “iew Agent Problem Device Toolz Beportz  Metwork Map  Help
LT . 2 B #HB @ a2 .8 H.,5.
Agent Print Refresh  Optionz Sart Trace SR Toolz Reports Met M ap RkOMN
Orveryieyy Detail | Trending | Key Devices I
% MARVIN Name | NetBIOS Na.. /| IP Addiess | MAC Address
'"v aisbemlied CHOW35024T03 172020160.003 | OOEO7EDEAEED
F-Sa Devices 3 L<KF38C9F 172020160110 | 000400CF21F9
{7 Fluke Networks Tools CHOW35024T 05 172.020160.005 | 00B0ZDOFCAET
: E‘:ﬁi:;f;iumes & L<KFR77E4 172.020.160.106 | D004006FEE 2D
lllll Mg SNMP Agents (== 172 020.160.001 172.020.160.00... | 000997EEE2CE
2% BMON Devices @ CHOW 35024 T 06 172.020160.006 | O0S02DDD1ABZ
A Ciscoworks ® @ CHOW 35024704 172.020.160.004 | ODGOFDABGARD
% Supertigent ® [ 327CHOW-A002 | 327CHOW-A002 | 172.020.160.202 | 000874318766
A5y Sriffer ® [ 20FCHOW-A003 | 327CHOW-A003 | 172020.160.203 | 000574318450
..... 0 Servers ) 32FCHOW-A004 | 327CHOW-A004 | 172020160212 | 000874318705
Routers B 32FCHOW-A005 | 327CHOW-005 | 172020.160.206 | 00087431674E
- Switches =) 32FCHOW-A006 | 327CHOW-006 | 172.020.160.208 | 00087431860
-z Managed Hubs [ 327CHOW-A007 | 327CHOW-A007 | 172.020.160.204 | 000874318476
¢ Printers [ 3FCHOW-A00R | 327CHOW-A008 | 172020.160.205 | 000874318703
g Local Wieless () 2FCHOW-A009 | 327CHOW-A003 | 172020.160.207 | 0008743187BC
----- Hosts [ 2FCHOW-A010 | 327CHOW-ADTO0 | 172020.160.226 | OOCO4F4DES6E
=l-aga] Local Netwiorks ) 327CH w4011 327CHOW-A011 | 172.020160.217 | DOCO4F4DESIS
-{IB] Subrets ) 2FCHOW-A012 | 327CHOW-AM2 | 172020160216 | OOCO4F4DERER
~[NJ IPx Netwarks B 22FCHOW-A013 | 327CHOW-013  172020.160.209 | DOCO4F4DE2AD
i3 NeiI0S Domains = 37CHOWATS | 327CHOWAADTS | 172.020.160.210 | 0DCO4F4DESOF
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NetBIOS Reporting

T

» Ensure that only one protocol is bound to the Microsoft client and Novell Client.

T

NetBIOS Inventory
Protocols
Domain e MAC Address IP Addyess 05 Type Ir IFE HetBEETTT
ADMIN
CENSORMETI2T Q00874318548 172.020.160.051 HT Server 4.5 +
MefBIOS Services: MNT Sepser
BASGROUFP
BaS33T 3Com-3ahle 172020160090 Windowrs 9528 +
NefBIDE Services: Master Browser
LEARNING
FITOHOW LY OO0ETA 1= TEA 1779 (1901 10l e Mindoes P +

© 2004, The Technology Firm
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Wrong IP Mask

Fluke Optiview Console Report

Subnet/Name

MAC Address

IP Inventory

1P Address

Subnet Mask

Subnet: 172.016.050,000 255.255.255.000
172.016.050.022 D-Link-13297¢ 172.016.050.022
172.016.050.026 TEKLOG-003951 172.016.050.026
172.016.050.027 TEKLOG-0039358 172.016.050.027
172.016.050.028 TEKLOG-003¢0¢ 172.016.050.028
172.016.050.065 SYMBOL-483106 172.016.050.065
172.016.050.067 SYMBOL-436acd 172.016.050.067
172.016.050.068 SYMBOL-43b43b 172.016.050.068
172.016.050.069 SYMBOL-440141 172.016.050.069
172.016.050.070 SYMBOL-43b120 172.016.050.070
172.016.050.071 SYMBOL-43b81b 172.016.050.071 255.255.000.000
ﬂ 172.016.050.226 IBM-dedel2 172.016.050.226
IP Services: POP3 HTTFP
© 2004, The Technology Firm TCP/IP 20




Unnecessary Services

Fluke Optiview Console Report

IP Inventory

IP Services

Subnet/Name MAC Address 1P Address Subnet Mask SNMP e Li-mail Print
Subnet: 172.016.050.000 255.255.255.000

172.016.050.022 D-Link-{5297¢ 172.016.050.022 .

172.016.050.026 TEKLOG-003951 172.016.050.026

172.016.050.027 TEKLOG-003958 172.016.050.027

172.016.050.028 TEKLOG-003e0e 172.016.050.028

172.016.050.065 SYMBOL-483106 172.016.050.065

172.016.050.067 SYMBOL-436acd 172.016.050.067

172.016.050.068 SYMBOL-43b43b 172.016.050.068

172.016.050.069 SYMBOL-440141 172.016.050.069

172.016.050.070 SYMBOL-43b120 172.016.050.070

172.016.050.071 SYMBOL-43b81b 172.016.050.071 255.255.000.000
ﬂ 172.016.050.226 IBM-dedel2 172.016.050.226 . . .

IP Services: POP3, HTTP
i 172.016.050.230 HP-6¢1733 172.016.050.230 . . .
Iﬁ 172.016.050.235 HP-2boedl 172.016.050.235 . . .
l;ﬁ 172.016.050.236 HP-2b8cf8 172.016.050.236 . . .
ﬁ 172.016.050.237 HP-231610 172.016.050.237 = = E
Iﬁ 172.016.050.238 HP-2a2bl1f 172.016.050.238 o . .
Iﬁ 172.016.050.241 INTEL-60dc79 172.016.050.241 = e
ﬁ 172.016.050.242 INTEL-60dd45 172.016.050.242 . o
ﬁ 172.016.050.245 HP-29884e 172.016.050.245 . = .
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Duplex Issues

T

» The 200 Mbits/sec means that this interface is 100 MB, but the fact that there are
more than one device, indicates a possible hub or switch.

Fluke Optiview Console Report

VLAN 1: Slot 1 : Port 12

200 MBits/sec

(BayStack 450-24T - 12)

Directly Connected Devices

Name MAC Address
OV129750 Dell-50e94d
OV4184 INTEL-366d25

[P Address
.016.0530.192

I
172.016.050.172

d ~1

2
2

© 2004, The Technology Firm
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Who's on first?

Port 3

Interface: Up, Etherret, EIWVICOH
Speed: 200 MBitsfser

MTL: 1514

Ttilization: 0005

Port 4

Interface: Up, Etherret, BIVICOH
Speed: 200 MIBitsfzer

ML 1514

TTtlization: 0005

Port 5

Interface: Up, Ethemet, BIVOH
Speed: 200 IIBits/zec

MTU: 1514

Uhalization: 000%,

(BayStack 350-24T - 3

Directly Connected Devices

Hame

SZICHOW-A026

(BayStack 350-24T - 4)

MAC bddress
0002743187

Directly Connected Devices

IP Addvess
172020160 233

Hame

IATCHOW-A027

(BayStack 350-24T - 5)

MAC &ddvess
D00Z74-31257e

Directly Connected Devices

IP Addvess
172020160 232

Hame

IATCHOW-A005

MAC &ddvess
D00Z274-21%7ae

IP A ddvess
172,020 160 206

© 2004, The Technology Firm
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Watching the Trends

#) Optiview Console Yiewer [MARYIN [129.196.203.000] - Current]
File “iew Agent Problem Device Tool: Beports Metwork Map Help

2 . =2 B 4B w©w . o4 o2 .3 . x5 .5 . 2

Agent Print Refrezh  Optiohs Sart Trace 5E - Tools Reparts MHet Map ROM Help
Overvieww | Detail Trending | Key Devices |
Device: | Switchy2. fuke.com [129.196.203.009) =] Archive: | Current (123.196.203.000) i

Irterf ace:

by ||.-"F Index "I

— Statigtice Higtory

h 0.04

- 0.03

e

it 00z

’_ %

s
0.1
000 A~ D N N NS D N NS N N D N N N D D N S N

1:23 PM 5720 219 PM 57520
Zoonm: 1 Hour

Statistics Errar Detail Interface Detai
Statigtic | *% of BW | % of Pkts | Packets | Errar | % of B | % of Pkts | Packets | Froperty | Walue |
E Utilization 004%  10000% 2013 CRC Aligns 0.00% 0.00% 0 Indes 3
<, <, Jabbers 0.00% 0.00% I Slat
| Broadcast: 000z 000z 0
Crcl'l‘.a = T AT : Undersize... | 000%  0.00% 0 Port 2
L = = Oversige P 0.00%  0.00% 0 YLAN 1

Ermorz 000z 000z 1] RMON Mo
State Up
Tupe Ethernet
Speed 100 MBits...
Desgcription | FastEther...

Time/Date:  |1:53 P 522042004 Error D etail j
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Dissecting IP

Packet Layout (Ethernet Il/Ethertype Format)

; DESTINATION MAC SOURCE MAC Type 800 A
0000 E 0 1 2 3 4 5 6 7 8 9 A B C D E
el I ¢ Heihelm R 1
0010 : 0 1 2 3 4 5 6 7 8 9 A B C D E
HEN
0020 : 0 T 2 3 4 5 6 7/ 8 9 A B C D E
:
| §
0030 : 0 1 2 3 4 5 6 7/ 8 9 A B C D E
n
| §
n
0040 : 0 1 2 3 4 5 6 7 8 9 A B © D E

A - IP Version: 4 bits (version 4) & IP Header Length: 8 bits.

B - Type of Service: 8 bits. Routers ignore these values by default

C — Total Length: 2 Bytes. Indicates the total length of IP header and IP Payload.

D — Identification: 2 Bytes. Used to identify a specific packet sent between two stations

E — Flags: 3 bits long. One flag is used for fragmentation, and the other whether or not more fragments are to follow.
Fragment Offset: 13 bits. Used to indicate the offset of where this fragment begins.

F — Time to Live: 1 Byte. How many links this datagram can travel before an IP router discards it.

G — Protocol: 1 Byte. Indicates the Upper Layer protocol. (UDP or TCP)

H — Header Checksum: 2 Bytes. The sending host performs a bit level integrity check on the IP header only.

| — Source Address: 4 Bytes. Contains the IP address of the source.

J — Destination Address: 4 Bytes. Contains the IP address of the source.

© 2004, The Technology Firm TCP/IP



Microsoft Command — netstat -s

» Good way to a status on all your protocols.
» The following example shows a sample of what is returned when you type netstat —s.

C:\netstat —s
IP Statistics

Packets Received =2138

Received Header Errors =5

Received Address Errors =10

Datagrams Forwarded =

Unknown Protocols Received =

Received Packets Discarded =0 ICMP Statistics

Received Packets Delivered =2133 Received  Sent

Output Requests =2098 Messages 55 14

Routing Discards =0 Errors 0 0

Discarded Output Packets =0 Destination Unreachable 46 5

Output Packet No Route =0 Time Exceeded 0 0

Reassembly Required =0 Parameter Problems 0 0

Reassembly Successful =0 Source Quenchs 0 0 TCP Statistics

Reassembly Failures =0 Redirects 0 0 Active Opens =108

Datagrams Successfully Fragmented =0 Echos 0 0 Passive Opens =1

Datagrams Failing Fragmentation =0 Echo Replies 0 0 Failed Connection Attempts =0

Fragments Created =0 Timestamps 0 0 Reset Connections =55
Timestamp Replies 0 0 Current Connections =0
Address Masks 0 0 Segments Received =1278
Address Mask Replies 0 0 Segments Sent = 1367

Segments Retransmitted =24

UDP Statistics

Datagrams Received =789
No Ports =66
Receive Errors =
Datagrams Sent =694

© 2004, The Technology Firm TCP/IP 26



ICMP Packet Info

Layer 2 :Information IP

0000 0 1 2 3 4 5 6 7 8 9 A B C D E

IP Information

0010 0 1 2 3 4 5 6 7 8 9 A B C D E

0020

0030

0040

Legend
> A=Type

v' The TYPE field identifies the ICMP message.
» B =Code

v' The CODE field provides further information about the associated TYPE field.
» C = Checksum
v The CHECKSUM provides a method for determining the integrity of the message.
» D = Identifier
v' This field is used to correlate ICMP commands and responses.
» E = Sequence Number
v This value is used to number commands/responses.
» F = Optional Data

© 2004, The Technology Firm TCP/IP



Why should | ‘Pathping’? windows 20001x) T

» Provides information about network latency and network loss at intermediate hops
between a source and destination.

» Transmits multiple ICMP Echo Request messages to each router between a source
and destination over a period of time and then computes results based on the
packets returned from each router.

» Because pathping displays the degree of packet loss at any given router or link, you
get an idea which routers or subnets might be having network problems.

» Pathping performs the equivalent of the tracert command by identifying which
routers are on the path.

> It then sends pings periodically to all of the routers over a specified time period and
computes statistics based on the number returned from each.

» If you type pathping without parameters, you display the helpscreen.
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Pathping Results

Source to Here This Node/Link
Hop RTT Lost/Sent = Pct Lost/Sent = Pct Address

0 MARVIN.Traflagar Rd N [10.44.10.145]
0/100= 0% |

1 16ms 0/100= 0% 0/100= 0% 10.44.10.10
0/100= 0% |

2 53ms 0/100= 0%__0/100= 0% 192.168.1.1
20/ L00 = 20% | 20% packet loss

8 114ms 20/100=20% 0/100 = 0% p&F-7-3-0.TUL.CICyITuo.us.00.verto.net [129.250.9.189]
4/100= 4% |

9 102ms 24/100=24% 0/100 = 0% p16-7-0-0.r01.chcgil01.us.bb.verio.net [129.250.5.71]
2/100= 2% |

10 139ms 28/100=28% 2/100= 2% pl16-1-0-1.r20.asbnva0l.us.bb.verio.net [129.250.5.103]
0/100= 0% |

11 108m 29/100=29% 3/100 = 3% p16-7-0-0.r02.asbnva0l.us.bb.verio.net [129.250.2.83]
0/100= 0% |

12 115ms 26/100=26% 0/ 100 = 0% ge-1-1.a00.asbnva0l.us.ra.verio.net [129.250.26.97]
0/100= 0% |

13 131ms 26/100=26% 0/100= 0% ge-3-2.a00.asbnva0l.us.ce.verio.net [168.143.105.58]
1/100= 1% |

14 --- 100/ 100 =100% 73/ 100 =73% 216.239.47.102
0/100= 0% |

15 100ms 27/100=27% 0/100= 0% 216.239.51.99
Trace complete.
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IP Troubleshooting Commands T

» Ping
v" May not help with throughput issues.
v Used to verify if a IP Host is ‘up’. In other words a reachability test.
v UDP,TCP and port numbers are not tested.
v' Can be used to test Maximum MTU with the -f -| size option.
v' Some applications will put specific data as a signature
(NetTool; Jamie & Ted’s Adventure)

Y

Pathping
tracert or trace
v' Used to document a path from and to specified hosts.
v Is just a ping with the Time To Live value starting from 1, incremented by one.

Y

> Netstat -a
v Displays Ethernet, IP, TCP and UDP statistics.

» Route print
v" Displays your local routing table.
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UDP Overview T

NoO negotiation or session establishment.

No sequencing or acknowledgements.

Identifies both source and destination port numbers.
Provides checksum of the entire packet, if implemented.
No Buffering or Flow Control.

No Segmentation for large blocks of data. Therefore applications must send data in
small enough ‘chunks’ so that they are not larger than the IP MTU.
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UDP HEADER T

Source Port:

2 Byte field to identify the source application layer protocol.
Destination Port:

2 Byte field to identify the destination application layer protocol.
Length:

2 Byte field. Indicates the length of the UDP header and message. Value ranges
from 8 to 65,515 bytes.

Checksum:

2 Byte field to provide a bit level integrity check for UDP. This value and optional
and explained in more detail in another slide.

Windows 2000 always calculates a UDP checksum value.
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UDP Checksums

T

There is a common implementation error in UDP checksums.

Unlike the TCP

checksum, the UDP checksum is optional; the value zero is transmitted in the checksum
field of a UDP header to indicate the absence of a checksum. If the transmitter really
calculates a UDP checksum of zero, it must transmit the checksum as all 1's (65535).

= Sniffer - NAI 10/100 Card. Ethemnet [Line speed

",_' File Monitor Capture Display Toolz Databaze Window  Help _Iﬁllﬂ

at 10 Mbps] - [WINTERM_new.cap -... [l[=] E3

8@ DLC: Ethertype=0800, size=110 bytes

m-¥ IP: D=[128.1.10.61] $=[128.1.42.206] LEN=76 ID=1024

=R i QU Ti— UDP Header -----
% DE: B
@ UDF: 3ource port = 1057 Eﬂptiﬁew Protocol Expert - Detail Yiew - [ C:ATTFcourse material... E]@
@ UDP: Destination port = 1a04 E File Edit Configuration Yiew Module Monitor Views Capture Views Tools  Window
-2 UDP: Length = 76 Help -5 x
@ UDP: No checksunm E’N u | j ﬂ+ % M W 4 B M M BT = |
.48 UDP: [66 byte(s] of data] :
@ TLE: User Datagram Protocol (UDF]) )
Source Paort 43 [OHZP - Bootstrap Protocol Client)
For Help, press F1 % |' Destination Fart 57 [OHCF - Bootstrap Protocol Serwver)
i’ Length 308 bytes
Checksum Ox0000 (Mot Used])
[200 bytes of data]
Dynamic Host Configuration Frotocol ( DOHCP ) |
<] 2]
Ready. .. apture)Displ
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UDP Flooding T

By default Routers do not forward IP broadcasts.

With the introduction of DHCP, multicast and broadcast applications analysts are
modifying their routers to forward broadcasts.

With the addition of high density switches more clients may end up on the same
broadcast domain [or VLAN].

Microsoft and NetBIOS applications utilize UDP port 137, 138 & 139.

Increasing the number of broadcasts on your segments may have catastrophic effects.
v Every broadcast received by a node requires an interrupt.
v' Too many interrupts per second will hamper performance.
v" Routers may experience buffer overflow symptoms.

v When this happens, bandwidth utilization is light and CPU load is largely
unaffected.

Try to avoid generic UDP flooding and implement specific UDP port forwarding when
possible.
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TCP Header T

Source Port:

2 Bytes to identify the source application layer protocol.
Destination Port:

2 Bytes to identify the destination application layer protocol.
Sequence Number:

4 Bytes. Indicates the outgoing bytes stream sequence number. When no data is to be sent
the sequence number will be set to the next octet.

Acknowledgement Number:

4 Bytes. Provides a positive acknowledgement of all octets in the incoming byte stream.
Data Offset:

4 bits. Indicates where the TCP segment data begins.

Reserved:

6 bits. For future use.
Flags:

6 bits. Indicates one of six different flags.
Window:

2 Bytes. Indicates the number of Bytes of available space in the receive buffer of the sender.
Checksum:

2 Bytes. 2 Byte field to provide a bit level integrity check.
Urgent Pointer:

2 Bytes. Indicates the location of urgent data in the segment.
Options:

Indicates additional TCP Options.
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TCP Three-way Handshake T

© ftp copy.cap - Ethereal M=%
File Edit Capture Display Tools Help
Ma. - JDeIta JDestinatiun ISDuru:e Protocal  |Info 3

1 0.000000 192.168.1.216 192.168.1. 210 TCP 1761 » ftp [SYN] Seq=575330 Ack=0 win=8192 Len=0

2 0.000335 192.168.1.210 192.168.1. 216 TCP ftp » 1781 [5¥M, ACK] Seq=310955 Ack=575331 win=8760 Len=0

3 0.000243 192.168.1.216 192.168.1. 210 TCR 1761 » ftp [Ack] sSeqg=575331 ack=314056 win=8760 Len=0 Fi
I~ [ -
Filter:“ j Resetl Apply“ File: ftp copy.cap

Initiating Application Port Number (Port 21) FTP Sequence Number + 1

",_- Eile Monitor Capture  Dizplay Toolz Database Window Help _|E'|E|
Mo, Dest Addreszz Source Addrezs Surnrmary

|:l L86.42,187] |TCP: D=21 5=1027 5¥N SEQ=156232 LEN=0 WIN=519:2

|:2 [l42.86.42.187] |[207.219.36.66] |TCPF: D=1027 5=21 5¥N ACE=156233 SEQ=2209979179 LEN=0 WIN=17520
3 [207.219.36.66] |[l42.86.42.187] |TCP: D=Z1 3=1027% ACE=2209973150 WIN=37&0

For Help, press F1 = Jds | | A, 1436 i

The delta value between frames 1 and 2 can be used as a TCP transport connect baseline value.

Other important information gathered from this handshake:
Window Size

SACK

Maximum Segment Size

Window Scale Option value
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TCP MSS Issue

T

» Ensure that your servers are using the optimal TCP Maximum Segment Size. The
Maximum for 10/100 Ethernet is 1460.

Transmicsion CONtrol ProOCOCO] LTCP )

Source FPart
Destination Fort
Sequence Humber

Header Length

Flags

wWindow =ize
Checksum

Urgent Pointer
Options Fresent

AcCknow] edgement Wumber

C24 [HCP ower IR
1023
1591465473
E1995E42F
0= e0
0110 ... 24 bytes - Header Length
. oog Mot Used
O=12
O0ee weus Mot Used
oolla a5 0 Mo LR
50db aooo Acknowl edgement
- O MO FSH
O MO RST
50dbg Synchroni ze
Ooao .. 0 MO FIM
El44
<0524 [Correct)
o

kind 2 [Maximum Segment Size)
Length 4 bytes
Maximum Segment Size L3&
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TCP Header NAI and Ethereal

{@ ftp active.enc - Ethereal - [O] =]

,"_- File Monitor Capture  Dizplay  Tools Databaze Window Help ;Iilﬂ File Edit View Capture Analze Help |
=] 8|5 SfslsoE @R 2 © | » BEFRREIREEEEEEL
Eﬂ TCP: ————— TCP header -——-- :I |N0. . |Abs Time |Size |Destination :\-l_
) TCE: 56 207 /
@ TCFP: Source port = 3547 =
@ TCP: Destination port = Z1 [FTP-ctrl) B Frame G (GG by‘tes on wire, GhA e captur‘)

~JB) TCP: Initial sequence number = 1628246031 Ethernet II, Src: 00:08:74:e1:28:c2, Dst: 00: 0

429 TCP: Next expected Seq numher= 1628246032 Internet Protocol, Src Addr: 192.168.0.2 (192,
@ TCP: Data offset - 32 bytes B Transmission Control Protocol, Src Port: 3547
. . Source port: 3547 (35473
@ TCP: Reserwved Bits: Reserved for Future Use (Not sk Destination port: 21 (21)
489 TCP: Flags = 0z Sequence number: 1628246031
4B Tcr: ..0. .... = (No urgent pointer) Header length: 32 bytes
@ TCP: c.a0 ou.. = [No acknowledogment) B Flags: 0x0002 (SYN) . .
B Ter: 0 - " 0... .... = Congestion Window Reduced (Cw
: <eer 0. = ilo push] .0.. = ECN-Echo: Mot set
&9 TCP: see. W00 = [MNo reset) ..0. .... = Urgent: Not set
-4 TCP: cee- .-l = 3TH a0 = Ackrnowledgment: Mot set
B TR veee ...0 = (No FIN) 06-- = EUSh:: NE‘CtSEtt
) we.. 0., = Reset: Mot se
4B TCP: Window = 29856 AL sym: et
@ TCP: Checksum = 6603 [(carrect) ... ...0 = Fin: Mot set
4 TCP: Urgent pointer =10 wWindow size: 29856
-4 TCr: Checksum: 0x&603 {correct)

B options: (12 bytes)

TCP: 0Opti faoll i .
B it Maximum segment size: 1460 hytes

@ TCP: Maximum segment size = 14460 MOR
-4B) TCP: Wo-Operation Window scale: 3 {multiply by B8)
@ TCP: Window scale Option NOP
]@ TCP: Window zcale factor =3 L9E

SACK permitted
@ TCP: No-Operation

1@ TCP: No-Operation

~JB) TCP: SACK-Permitted Option -1 I -
TCP: | ooon BN ha 10 93 fh 74 el L -
B = OD10 00 34 18 <h 40 00 80 06 cc 93 <0 as 0w
*l | _,I_ 0020 85 8c 0d db 00 15 61 Od 10 OFf 00 00 O =
0030 74 a0 65 03 00 00 02 04 05 b4 01 03 0w
% Expert A Decode A Matrix A Host Table & Protocol Dist. f, Statistics / 0040 04 04 .|/
For Help, press F1 = s [ 2 Filter: |
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TCP Header Fluke and Wildpackets

rrr! Fluke Optiview Protocol Expert - Detail Yiew - [ C:\Documen... [ [=] E3

g File Edit Configuration “iew Histogram Module Monitor Views

=18 x|

Capture Views Toolz Window Help

EtherPeek MX - [ftp active_enc]

@ File Edit “iew Capture Send Monitor Tool: Window Help == %]
J-2-Ho 8 dd @& 5T 23EM|E|w

By " TSl

= & - M= RN

A= E = e

= 5o

H =
l_:_|‘.|-' TCPF - Transport Control Protocol

[

Transmission Control Protocol (TCF) :I ..... @ Source Port: e
SEUFER PEFE Bt NI || R R ) Destination Port: Z1  fip
Destination Fort 21 (File Transfer [Cantrol]ll] @ s = i e
Sequence Number lez&z4e03 0T Squencepiunbert
Acknowledgement Number (o @ Ack Number: 0
Header Length o0 o e @ TCP Dffset: 8 (52 bytes)
1000 ... 22 bytes - Header S Reserved: £000000
SR 5-3 TCP Flags: 5000010 .._.5.
F1ags o0z @ . . " T
00.. .... Not Used - o---- e Urment pointer
L0, w... Mo URG 8= L0 L. (WMo Ack)
SO NO ATk i 0... (o Pusk)
[ Mo FSH Isa L0, . (No Reset)
.0.. Mo RST @ A G
odka Synchroni ze
veer +..0 O FIN @ ...0 (s FIN)
window size 29856 23356
Checksum ey k] (Carrect] OxEE02
uUrgent Pointer o ey e P Urgent Pointer: o}
Options Present -3 TCP Options:
E:&:gth i byEg:.X'lmum SUE ) L:_|'.|-' Option Ty_pe: £ Maximum Secment Size
Maximum Segment Size 1450 : P Length: 4
Kind 1 (Mo operation) o) MES: 1450
Kind 3 Mwindow Scale Factord) (P f | ¢ b ¥ .r' Option Type: 1 Neo Opersticn
'-E”'%'th 3 bytes |:—:|'.|-' Dption Type: 3 Window Scale Fackor
shift Count 3 \p Length: 3
Kind 1 [No Operation) A ) i
Kind 1 (Mo Operation) - @ s_hlft Count : 3 _
K1nd 4 (TCP selectiwe ack Permitrec || |} ¢ - Option Type: 1 He Operaticon
Length 2 bytes =4 ¥ .r' Option Type: 1l No Operationm
DatafFCS El.r' Option Type: 4 Sack Supported
Data/Fadding [0 bytes] “ () Length: z b
Frame Check Sequence |0xSAS653FE (Correct) =~ ECS - Frame Check Segquence -
1 | 3
-
- | | _'I_ Packets 4 Modes & Piotocols f Summary b Graphs f Log }\ Expert f, Peer Map f
| Packets:
Ready... | | Capturehl Dome |83 Local Area Connection.
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TCP FIN F

The FIN (Finish) packet is initiated by the C/lient.

ACK = Sequence Number + 1

:E'_E;Sniffer - Local, Ethernet [Line speed at 100 Mbpsz] - [norep-add.cap: Decode, 8/13 Ethernet Framesz]
,"_' File  Monitor Capture  Display  Toolz  Database | Window  Help - |ﬁ’ |£|

] o — o I

s|a| 8| elzlsleEsl@n] 2] ©f 2| o] o] 5] S fpeme ] ]

Mo, Dest Address Source Address Sumrnary v / |
1|10 [192.168.1.1027 |[192.168.1.101] |TCF: D=389 S=1029 FIN ACK=186469 SEQ=3218485085 LEN=0 WIN=5540
[])11 [192.168.1.101] ([192 . 1e8.1.102] |TCP: D=1029 S=389 ACK=3918485086 VIIN=8459
[]12 [192.168.1.1017 |[192 .1e23.1.102] |TCF: D=1029 5=389 FIN ACK=391824235086 SEQ=1864£9 LEN=0 WIN=84L9

13 [192.168.1.102] |[192.168.1.101] |TCP: D=389 S=10#3 ACK=186470 JWIN=5840 =
1 / | v
L s S ———— [e——— - - £ - 1
For Help, press F1 / & | Js | \f‘); | A, | 352 i

The FIN (Finish) packet is then sent by the server. ACK = Sequence Number + 1

:E'_E;Sniffer - Ethernet The Technology Firm, Ethernet [Line speed at 100 Mbpsz] - [Snif2: Decode. 1/2 Ethernet Frames]

",_. FEile Monitor Capture Display Toolz Database ‘window Help _|5’|5|

=SH| 87| lfmlsoEs@R 2 & & o] o] =] K oo <
Mo, Dest Address Source Address Summary

192 . 168.1.101 192 168.1.103 3 g

[192 . 168.1.103] [192 . 168.1.101] TCP: D=389 S= ACK=188169 WIH=5840

Far Help, press F1 =h | s | 7 | A, | 193 4
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Monitoring TCP Connections With netstat T

C:\WINDOWS\Desktop>netstat -an

Active Connections

Many programs exist that will
display this same information in

Proto Local Address Foreign Address  State a GUL. (ie Netpeeker)

TCP 0.0.0.0:1033 0.0.0.0:0 LISTENING

TCP  0.0.0.0:1037 0.0.0.0:0 LISTENING

TCP 10.10.10.169:1025 10.10.10.150:139  TIME_WAIT

TCP 10.10.10.169:137  0.0.0.0:0 LISTENING

TCP 10.10.10.169:138  0.0.0.0:0 LISTENING

TCP 10.10.10.169:139  0.0.0.0:0 LISTENING

TCP 127.0.0.1:1034  0.0.0.0:0 LISTENING . .

TCP 216.254.151.2:1033 66.185.95.101:110 ESTABLISHED Full association consists of two
TCP 216.254.151.2:1037 216.136.175.45:80 ESTABLISHED endpoints may also includes the
TCP 216.254.151.2:137 0.0.0.0:0 LISTENING protocol name.

TCP 216.254.151.2:138 0.0.0.0:0 LISTENING

TCP 216.254.151.2:139 0.0.0.0:0 LISTENING

UDP 10.10.10.169:137  **

©bP—10-10-10-169:138—== Half association only has one
UDP  127.0.0.1:1034 o « endpoint that also includes the
UDP 216.254.151.2:137 * tocol name

UDP 216.254.151.2:138 *:* pro '
C:\WINDOWS\Desktop>
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TCP Port Numbers T

» Port numbers are divided into three ranges: the Well Known Ports, the Registered
Ports, and the Dynamic and/or Private Ports.

The Well Known Ports are those from O through 1023.

The Registered Ports are those from 1024 through 49151

The Dynamic and/or Private Ports are those from 49152 through 65535
http://www.isi.edu/in-notes/iana/assignments/port-numbers

» Ports are used in the TCP [RFC793] to name the ends of logical connections which
carry long term conversations. For the purpose of providing services to unknown
callers, a service contact port is defined. This list specifies the port used by the
server process as its contact port. The contact port is sometimes called the "well-
known port".

One simple security technique is to modify a default application TCP port number.
Ensure that you have all your port numbers documented.

Ensure that you are able to test various TCP/UDP port numbers with your
troubleshooting tool of choice.

» Another benefit from many tools is the ability to add custom TCP/UDP port numbers
that correspond to legacy applications.

» To discover all specific types of servers; [ie http servers] simply use software that
can check for port 80 across your network.

YV V V

YV V V
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TCP Receive Window Timer T

» In the receiving window, a Delayed Acknowledgment Timer is set for those packets
that arrive out of order. Remember, by default an acknowledgment is sent for every
two sequenced packets, starting from the left-hand side of the window. If packets
arrive out of order (if, for instance, 1 and 3 arrive but 2 is missing), an
acknowledgment for two sequenced packets is not possible. When packets arrive
out of order, a Delayed Acknowledgment Timer is set on the first packet in the pair.
In the parenthetical example, a Timer is set on packet number 1.

» The Delayed Acknowledgment Timer is hard-coded for 200 milliseconds, or 1 /5 the
Retransmit Timer. If packet 2 does not show up before the Delayed
Acknowledgment Timer expires, an acknowledgment for packet 1, and only packet
1, is sent. No other acknowledgments are sent, including those for packets 3 through
8 that might have appeared. Until packet 2 arrives, the other packets are considered
interesting, but useless. As data is acknowledged and passed to the Application
layer, the receive window slides to the right, enabling more data to be received.
Again though, if a packet doesn’'t show up, the window is not enabled to slide past it.
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Configuring Delayed Acknowledgments T

> A problem may occur with message block (SMB) write operations to a Windows 2000-based
domain controller and may experience a delay of up to 200 milliseconds between file copies.

> If you review a trace of the problem, you notice that the delay occurs after the client sends the
server an SMB Notify Change command with the FID entry that matches the FID entry of the
target folder.

> Windows Explorer posts a Notify Change request on the network share, which asks to be notified
if something changes in the folder that appears in the right pane of Windows Explorer. If a
domain controller receives the Notify Change request, it does not respond to it immediately; it
does not send packets for up to 200 milliseconds. At that point, a simple Transmission Control
Protocol (TCP) acknowledgement (ACK) packet is sent and the file operation resumes as usual.

» This behavior is a result of the interaction between two core networking components of Windows
2000, TCP delayed ACKs, and thread prioritization on domain controllers.

» The Windows 2000-based domain controller, you can edit the TcpDelAckTicks registry value to
adjust the TCP delayed ACK timer. If you change the TCP delayed ACK timer to a lower value,
the server sends an ACK packet more frequently but at shorter intervals.

1. Start Registry Editor (Regedt32.exe).

2. Locate and click the following key in the registry, where Adapter GUID is the globally unique identifier (GUID)
for the network adapter that connects to the clients:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\interfaces\Adapter GUID
3. On the Edit menu, click Add Value, and then add the following registry value:

Value name: TcpDelAckTicks

Data type: REG_DWORD

Value data: You can set this value to a range from 0 to 6. The default setting is 2 (200 milliseconds).

4. Quit Registry Editor.

5. Restart Windows for this change to take effect.
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TCP Window Information T

» The Expert reports “Window Frozen” statistics.

v' Look to see if one particular device is freezing when the window is small. Why is
it unable to use a reasonable size window?

» In the “Silly Window Syndrome,” the receiver keeps advertising a small window and
sender keeps filling it with small packets.

v" Can you configure it to use a larger size?

> “Zero Window” symptom alerts you to stations that have closed their window.

v' Don't worry if the window closes briefly at the beginning of a connection, then
opens and maintains a reasonable size.

v' Do worry if a host frequently closes the window for long periods of time.
v" Do you see the window gradually growing smaller before it closes?

» A TCP MAY keep its offered receive window closed indefinitely. As long as the
receiving TCP continues to send acknowledgments in response to the probe
segments, the sending TCP MUST allow the connection to stay open.
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TCP Window Scaling Option T

» The computer will send a packet offering the Window Scale option, with a scaling factor of up to
5. If the target computer responds, accepting the Window Scale option in the SYN-ACK, then it is
understood that any TCP window advertised by this computer needs to be left-shifted 5 bits from
this point onward (the SYN itself is not scaled).

» The Large Windows option defines an implicit scale factor, which is used to multiply the window
size value found in a TCP header to obtain the true window size. The TCP/IP stack supports a
maximum window size of 1 GB. This Large Window option is negotiated when the TCP
connection is established.

» The TCP Large Windows size is useful on fast networks (such as Gigabit Ethernet) with large
round-trip times. To understand how this works, think of a water hose. To achieve maximum
water flow, the hose should be full. As the hose increases in diameter and length, the volume of
water necessary to keep it full increases. In networks, diameter equates to bandwidth, length is
measured as round-trip time, and the volume of water is analogous to the TCP window size. On
fast networks with large round-trip times, the TCP window size must be increased to achieve
maximum TCP bandwidth.

» TCP performance depends not upon the transfer rate itself, but rather upon the product of the
transfer rate and the round-trip delay. This "bandwidth delay product" measures the amount of
data that would fill the pipe. It is the buffer space required at the sender and the receiver to obtain
maximum throughput on the TCP connection over the path-in other words, the amount of
unacknowledged data that TCP must handle in order to keep the pipeline full. So on fast
networks with large round-trip times, having a large TCP Window helps by allowing for a greater
amount of unacknowledged data.

» Windows 2000 uses window scaling automatically if the TcpWindowSize is set to a value greater
than 64 KB, and the Tcpl13230Opts registry parameter is set appropriately.
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TCP Zero Window Example

T

» When you get into a Zero Window situation, it is quite normal to see the transmitting
station send 1 byte packets.

» These packets are interpreted within ‘retransmissions’ by most analyzers.

:EE;SniHer - coml. Ethernet [Line speed at 9.6 Kbpz] - [http copy.cap : 48/3367 Ethernet framez]
"_. File  Monitor Capture  Digplay Toolz Databaze ‘wWindow Help _||5’|i|

u +.|;

E’lnl %l ﬁ.l %l @l I*l II| Ilﬁlﬂl -f'«-l IDefauIt j

Mo,  |Dest dddresz Source Addresz Summary Delta Time ]
I:EB [192.1658.1.210] [192.1658.1.216] HTTP: E Fort=1151 Graphics Data 0.003.044
I:EE‘ [192.1658.1.210] [192.1658.1.216] HTTP: E Fort=1151 Graphics Data 0.001.229| C
|:3I:I [192.1658.1.210] [192.1658.1.216] HTTP: E Port=1151 Graphics Data 0.001.259|C
I:Sl [192.1658.1.216] [192.1658.1.210] TCP: D=30 5=1151 ACE=334277 WIN=2920 O.000.066| C
|:32 [192.168.1.216] [192.168.1.210] TCP: D=30 3=1151 ACE=337137 TIN=0 0.000.586)| C
|:33 [192.1658.1.210] [192.1658.1.216] TCP: Retransmitted in frame 35; 21 Bytes of d: 0.995.467 | C
|:34 [192.1658.1.216] [192.1658.1.210] TCP: D=30 5=1151 ACE=3371587 TWIN=0 O.000.413) C
|:35 [192.1658.1.210] [192.1658.1.216] TCP: Retransmitted in frame 38; 21 Bytes of d: Z.002.551|¢C
|:3I5 [192.1658.1.216] [192.1658.1.210] TCP: D=80 3=1151 ACK=3371327 TWIN=0 0,000,397 C
I:S'? [192.1658.1.216] [192.1658.1.210] TCP: D=30 5=1151 ACE=337187 WIN=8760 2.574.534| C
ESE [192.1658.1.210] [192.1658.1.216] HTTP: E Port=1151 Graphics Data 0.001.578| C
|:39 [192.168.1.210] [192.168.1.216] HTTP: R Port=1151 Graphics Data 0.001.229] C
I:-ﬂ[l [192.1658.1.210] [192.1658.1.216] HTTP: E Fort=1151 Graphics Data 0.001.236| C
For Help, press F1 & | ds 7 A, | 855 5
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TCP Forced ACK

By default, Microsoft Windows TCP/IP will acknowledge every second packet.

Mo. | Source Destination Frotocol |Info
FET WAIC CRO84 842 -4 MESS MESS Continuation Message
778 WAIO CRAO54842-4 MESS MNESS Continuation Message
770 CROS4842-4 VAT TCP 1190 » nbhsession [ACK] Seq=4655837 Ack=4863279565
FEO CROB4E42-4 VATO SME SMEreadBraw Reguest
7EL wAIO CREB4842-4 MNESS MESS Continuation Message
782 wAIO CREB4542-4 MESS MESS Continuation Message
FHZ CROB4842-4 WVaATo TCR 1150 > nhsession [ACK] Seq=4A555892 Ack=486330468
784 CRS84842-4A WaATO SME SMEreadBraw Reguest
T8I WAIC CRI84842-4 MESS MESS Continuation Message
786 VAILO CRAO54842-4 MESS MNESS Continuation Message
7E7 CROS4842-n4 VAT TCP 1190 » nbhsession [ACK] Seq=4655%947 Ack=4856333388
788 vAIO CRE5B4842-4 MNESS MNESS Continuation Message
5 CR5E484.2-4 Continuation M
Ol CRSB4842-4 WVaATo TCR 1180 > nhsession [ACK] Seq=4655947 Ack=486336308
7oL WwaAIG CRI84842-4 MESS MESS Continuation Message
792 WAIO CRI84 842 -4 MESS MESS Continuation Message
793 CRO84842-4 WATO TCF 11590 > nbsession [ACK] Seq=4655547 Ack=486338664

Output from Ethereal
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In Summary T

Ensure you have the proper :

Internal understanding of who is responsible for various technology components.
Policies in place to support you.

Tool for the proper job.

Training to understand the data that the tool reports back to you.

Design goals from your client.

Plan to verify changes resulted the way you had hoped.

Methodology to use your existing tools in your environment properly.

YV V VYV V VY

Start ‘Documenting and Baselining‘ today, tomorrow is always too late.
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